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1 Policy

This policy is based on the principles of mutual responsibility and respect of all parties involved in the use of mobile
phones. It requires accountability on the part of the user for his or her actions. It is designed to assist in managing
the safe and responsible use of mobile phones by students and involves parents as partners in assisting their
children in the proper use of mobile phones.

Students need to be protected from exposure to inappropriate online material or activities, to be aware of the risks
associated with some online activities, and to adopt protective online behaviour. Sophia Mundi Steiner School
makes every reasonable effort to achieve this by educating and informing students and parents, as well as by putting
measures in place to monitor email traffic and internet access. All activities conducted using the school’s interactive
& digital technologies and /or the school’s online services may be logged and accessed for administrative, legal or
security purposes.

This policy has been developed to assist teachers to put in place school-based processes and procedures that will
both protect and inform students and parents in their use of the school’s online services.

2 Purpose and Background

Digital technology is part of our everyday lives. We recognise that the rapid advances in technology will continue to
develop and create new opportunities and challenges.

The purpose of this policy statement is to promote appropriate and ethical use of online communication, mobile
phones and interactive & digital technologies in a way that provides access to its benefits. This policy statement
enables us to make decisions about online communication, mobile phones, interactive & digital technologies use, to
assist us to be self-disciplined and ‘in-control’, and to form positive, personal relationships. These will ultimately
improve our learning experiences.

The classroom, and other learning spaces are places for creativity, innovation, risk taking and critical thinking. Used
poorly, online communication, mobile phones, interactive & digital technologies can create distractions from being
active learners and can have a negative effect on learning focus and outcomes.

At Sophia Mundi, it is our responsibility to model and monitor best use of online communication, mobile phones,
interactive & digital technologies. The way in which students can be assisted to take responsibility includes the
assurance that consequences will apply for poor decision-making. Student decisions about use of online
communication, mobile phones, and interactive & digital technologies that breach school expectations will result in
a consequential approach, so that better decisions are made in the future.

3 Scope

This policy applies to the Principal, teachers and supervisors of students and students accessing online
communication and/or services, mobile phones, interactive & digital technologies from any of the school’s locations
including, but not limited to, the school.

The policy also applies to students during School excursions, camps and extra-curricular activities.

4 Definitions

4.1 Inappropriate Content

Content that is considered unsuitable or harmful to students. It includes material that is pornographic, that
promotes illegal activities, violence or prejudice on the grounds of race, religion, gender or sexual
orientation.

4.2 Online Services

Any services including, but not limited to, email, calendaring, instant messaging, web conferencing,
discussion groups, internet access, social media, Apps and web browsing, that may be accessed using the
computer networks and services of Sophia Mundi Steiner School.
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4.3

4.4

4.5

4.6

4.7

Parent

Includes guardians and carers and refers to a person who at law has a responsibility for the care, welfare and
development of a student.

Spam

A generic term used to describe electronic ‘junk mail.” That is, unwanted messages sent to an email account
or mobile phone. Messages do not have to be sent out in bulk to be considered spam - under Australian law,
a single electronic message can also be considered spam.

Personal safety and security

Sophia Mundi Steiner School accepts that parents may give their children mobile phones to protect them
from perceived everyday risks involving personal security and safety. There may also be concerns about
children travelling alone on public transport or commuting long distances to School. It is acknowledged that
providing a child with a mobile phone may give some parents reassurance that they can contact their child —
and vice versa- if they need to speak to them urgently before or after School.

Responsibility

It is the responsibility of students who bring mobile phones to School to abide by the guidelines outlined in
this Policy. The decision to provide a mobile phone to their children should be made by parents/ guardians
and parents/ guardians should be aware if their child takes a mobile phone to School. Permission to have a
mobile phone at School while under the School’s supervision is contingent on parent/ guardian permission in
the form of a signed copy of the mobile phone usage agreement (Appendix A). Parents/ guardians and/ or the
School may revoke approval at any time.

Cyberbullying

Cyberbullying is when a child, preteen or teen is tormented, threatened, harassed, humiliated, embarrassed
or otherwise targeted by another child, preteen or teen using the Internet, interactive and digital
technologies or mobile phones. It has to have a minor on both sides, or at least have been instigated by a
minor against another minor. See Appendix D

5 Procedures and activities

5.1 General guidelines

Online communication (through laptop, email, social media, SMS etc) must be done in a way that is ethical,
lawful and respectful.

Students must never photograph or record any person without their permission.

Distribution, by forwarding, posting or sharing, of another person’s images, video and/or personal
information must not occur without their permission.

Mobile hotspots (e.g. through any devices) are not to be used during the school day and school events.
Proxies, VPNs, or other encrypted connections to the internet are not to be used at school.
Unlawful activity or behaviour will need to be referred by the school to the appropriate authorities.

It is a criminal offence to use a mobile phone or other devices to menace, harass or offend another person.
It is not a matter of the intention of the perpetrator, but the perception of the recipient as to whether
something is menacing, harassing or offensive.

If restorative action undertaken by the school is deemed ineffective, the Principal may consider it
appropriate to involve Victoria Police.
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4.2 Mobile phones and smart devices

Mobile phones carried by students should be switched off and left at the mobile phone drop-in at the School office
whilst under the School’s supervision, before, during and after School hours.

Smart devices (e.g. smart watches, Fit bits, other wearable technology) are not permitted.

The school must receive a signed permission for student to have an online service account (Appendix A) and a signed

acceptable usage agreement for secondary students (Appendix B) before granting students access to online services.

5.1.1

Mobile phone - Guidelines for exceptions

Exceptions to the above may be permitted only in very particular circumstances if the parent/guardian
specifically requests it in writing for a specific period of time and the School approves it. Such requests will
be handled on a case- by-case basis and should be directed to the Principal. Parents are reminded that in
cases of emergency, the School office remains a vital and appropriate point of contact and can ensure your
child is reached quickly and assisted in any appropriate way.

Students who have permission to have phones while on School premises before or after School, should use
soundless features such as text messaging, answering services, call diversion and vibration alert to receive
important calls.

Mobile phones should not be used in any manner or place that is disruptive to the normal routine of the
School.

Students should protect their phone numbers by only giving them to friends and keeping a note of who
they have given them to. This can help protect the student’s number from falling into the wrong hands and
guard against the receipt of insulting, threatening or unpleasant voice, text and picture messages.

5.1.2

Mobile phone - Unacceptable Uses

Unless express permission is granted (as outlined above for exceptions), mobile phones should not be with
students or in their bags, used to make calls, send SMS messages, surf the internet, take photos or use any
other application during School hours or during extra-curricular activities.

Using mobile phones to bully and threaten other students is unacceptable and will not be tolerated. In
some cases it can constitute criminal behaviour.

Students will not ‘gang up’ on another student and use their mobile phones to take videos and pictures of
acts to denigrate and humiliate that student and then send the pictures to other students or via social
media or upload it to a website for public viewing. This also includes using mobile phones to photograph or
film any student without their consent.

It is a criminal offence to use a mobile phone to menace, harass or offend another person and almost all
calls, text messages and emails can be traced.

Mobile phones are not to be with students or in their bags, used or taken into changing rooms or toilets or
used in any situation that may cause embarrassment or discomfort to their fellow students, staff or visitors
to the School.

5.1.3

Inappropriate Conduct

Any student/s caught using a mobile phone to cheat in exams or assessments will face disciplinary action as
sanctioned by the Principal.

Any student who uses vulgar, derogatory, or obscene language while using a mobile phone in conjunction
with the School community will face disciplinary action as sanctioned by the Principal.

Students with mobile phones may not engage in personal attacks, harass another person, or post private
information about another person using SMS messages, taking/sending photos or objectionable images,
and phone calls.

Students using mobile phones to bully other students will face disciplinary action as sanctioned by the
Principal.
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5.2 Student Laptops/ computers/ iPads

All student laptops are to be used for educational purposes only. Primary school and middle school students are not
to bring laptops to school. Middle years students may access school laptops in class under the supervision and
direction of their teacher

Year 10 students

Year 10 students may bring laptops to school for use in class at the direction of class teachers only. Use of laptops
outside the class room is not permitted anywhere on the school grounds

Use of Laptop Computers by IB senior students

Year 11 and 12 students are required to bring laptop computers for use in school as bound by the guidelines in this
policy.

Students are to use laptops in accordance to their level of study ie: access assigned to them for Managebac.

5.2.1 Conditions of Use

The school must receive a signed permission for student to have an online service account (Appendix A) and a signed
acceptable usage agreement for secondary students (Appendix B) before granting students access to online services.

5.2.2  Acceptable Usage Agreement

The school’s Acceptable Usage Agreement should stipulate that students:

e agree to adhere to the rule’s set out in the Acceptable Usage Agreement each time they log on to online
services;

e ensure that all communication using online services is related to learning or school activities;
e keep passwords confidential, and change them when prompted or when known by another user;

e never knowingly allow others to use their personal online services account unless directed to by a teacher
for the purposes of collaborative learning;

e |og off at the end of each session to ensure that nobody else can use their online services account;

e not send or publish unacceptable or unlawful material or remarks including offensive, abusive, defamatory
or discriminatory comments;

e not access or attempt to access inappropriate material;
e not engage in any bullying, intimidation or other inappropriate behaviour online;

e ask a staff member’s advice if another user is seeking excessive personal information, asks to be telephoned,
offers gifts by email or wants to meet them;

e immediately tell a nominated staff member if they receive a computer virus or a message that is
inappropriate or makes them feel uncomfortable;

e never knowingly initiate or forward emails containing:
o amessage that was sent to them privately;
o acomputer virus or attachments that are capable of damaging recipients’ computers;
o chain letters and hoax emails; and
o spam like unsolicited advertising material, or mail unrelated to learning;

e be made aware by teachers that emails sent or received via the school’s online services may be audited and
traced to the online services accounts of specific users;

e not damage or disable computers, computer systems or networks of the school; and

e ensure that online services are not used for unauthorised commercial activities, political lobbying, gambling
or any unlawful purpose.
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5.2.3  Responsible Use of Online Services

The agreements and forms provided in the appendices are to be used to obtain agreement and sign-off from
students and parents. These forms do not constitute or contain legal disclaimers but they do help to meet the
requirement to make students and parents aware of their obligations and the risks associated with online services
use. Similarly the logon reminder text is to be automatically displayed to all users when logging in to the school
network.

The school will periodically repeat requests for sign-off (e.g. at the start of the school year) on the agreements by
students and parents as a means of reminding them of their responsibilities when using the school’s information and
communication technologies.

Monitoring and tracking online activity across the school’s network is a complex activity. It is important therefore to
realise that it will not always be possible for ICT staff to trace online activity or to provide comprehensive historical
details of individual online activity.

5.3 Breaches of online communication, mobile phone and digital technology usage

Breach of expectations related to use of online communication and/or services, mobile phones, interactive & digital
technologies are managed in a step by step process.

A breach of expectations means there are important issues of trust and responsibility that must be addressed, and
students can expect consequences and a follow up process for any such breaches.

Continued breaches will be considered a behavioural matter and the student can expect some or all of the following
consequences to apply, depending on the nature and seriousness of the breach:

e Confiscation - removal of device
e  Community service
e Suspension
Process for confiscation of devices:
1. First occasion - Device will be sent to the front desk to be collected at the end of the day.

2. Second occasion - Device will be handed to the front desk at the start of each day for 2 days and collected
at the end of each day.

3. Third occasion - Device will be handed to the front desk and the student’s parent will be required to pick it
up.
This will also result in the student having a conversation and follow up behaviour management plan
implemented by the Principal or their delegate as per section 5.4.1

Repeated infringements may result in the withdrawal of the agreement to allow the student to bring the
mobile telephone to School and disciplinary action including suspension may be imposed.

5.3.1 Misuse and Breaches of Acceptable Usage

The Principal and teachers will endeavour, with due regard to practical considerations, to:

o follow procedures for fairness and due process where there is an alleged misuse or breach of this policy
including investigating any reported misuse and, where possible, accurately retracing misuse to the
offender;

e tailor disciplinary action taken in relation to students to meet specific concerns related to the breach, and
assist students in gaining the self-discipline necessary to behave appropriately when using the online
services; and

e promptly address the online publication of defamatory material about staff members or students.
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5.4 Privacy, access and security

The Principal will endeavour, with due regard to practical considerations, to:

e inform parents and teachers of this policy’s existence;
e provide students access to online services-enabled computers within the limits of available resources;

e advise parents that while Sophia Mundi Steiner School will make every reasonable effort to provide a safe
and secure online learning experience for students when using the school’s online services, it is not possible
to guarantee that students will not be exposed to inappropriate material;

e advise parents that any internet browsing by their child at home or from other non-school locations, will
not be via the school’s online services and therefore will not be filtered by the school; and

e approve any material planned for publication on the internet or intranets and verify appropriate copyright
and privacy clearance.

Teachers will endeavour, with due regard to practical considerations, to:
e provide appropriate supervision for students using the internet and other online services at school; and

e issue and maintain student passwords in a confidential and secure manner, with additional consideration
and provision given to special needs students.

5.4.1  Filtering

The school provides a level of content filtering through its basic list of banned sites service. This lists and bans access
to sites that have been identified as unsuitable for the education market. Teachers should notify the Principal of any
additional sites which they consider inappropriate and wish to have added to the school’s list of banned sites.

5.4.2  Intellectual Property and Copyright

Students need to:

e be aware of the legal requirements regarding copyright when downloading information;
e gain permission before electronically publishing users’ works or drawings;
e always acknowledge the creator or author of any material published;

e observe appropriate copyright clearance including acknowledging the author or source of any information
used; and

e ensure any material published on the internet or intranet has the approval of the Principal.

5.4.3  Student image protection and personal information - Privacy and Confidentiality

The Principal will endeavour to gain written permission from the student or their parent if the student is under 18
years of age, before publishing video recordings, photographs or comments relating to their students.

Teachers will where possible advise students they should not reveal personal information including names,
addresses, financial details (e.g. credit card), telephone numbers or images (video or photographic) of themselves or
others.

Guidelines
The school address or email address may be used where it is necessary to receive a reply.

Students should also be aware that, since their online services email address contains their personal name, this
address should also be protected and should never be used in non-school online communications.

Further information on the importance of online anonymity and protective online behaviours is available at:
http://www.netalert.qov.au

Version 4.0 Online communication, Mobile Phone, Interactive & Digital Technologies Procedures Page 8 of 19


http://www.netalert.gov.au/

5.5 Guidelines for Teachers - Use of online communication, mobile phones, and interactive &

digital technologies

It is recommended that teachers:

are aware of their responsibilities for supervising student use of online services as laid out in this policy and
the Duty of Care Policy;

maintain an informed view of the relative risks and educational benefits of online activity by their students;

Guidelines

A variety of resources are available from NetAlert (www.netalert.gov.au) to assist with this including wall

charts, quick reference guides and detailed background information.

ensure that students are aware of the possible negative consequences of publishing identifying information
online including their own or other students’ images;

refrain from publishing student images or any student-identifying information on the internet (if such
publication is necessary, limit the amount of time the information is online as much as possible);

check that any material planned for publication on the internet or intranets has the approval of the
Principal and has appropriate copyright and privacy clearance;

are aware of the steps to take and advice to give if students notify them of inappropriate or unwelcome
online activity by fellow students or members of the public, including:

o collecting as much information as possible about the incident including copies of communications;
o emphasising to the student that the event is not necessarily their fault;

o identifying any risky behaviours on the part of the reporting student and counselling them on the
need to adopt more protective behaviours; and

o ifthe incident warrants further attention, escalate it to the Principal, notifying police only if you
suspect the law may have been broken, such as a possible attempt by an adult to groom or
encourage the student to meet face-to-face;

inform parents that student internet access from home or other non-school sites does not occur via the
school’s online services and therefore internet browsing may not be filtered;

promote the use of strong passwords for students who can cope with the complexity, these passwords:
o contain a mixture of alphabetic and non-alphabetic characters;
o are changed frequently;
o do not contain dictionary words;
o do not contain easily identified personal information such as name, date of birth, etc;
o do not contain any part of the account identifier such as the username; and
o are not written down.

adapt the Acceptable Usage Agreement to suit the class context and the needs of students (in particular,
giving consideration to the value of having students with disabilities signing an agreement).

5.5.1

Guidelines for Practical Use of Online Services

It is recommended that the Principal and teachers:

set realistic expectations with students prior to use of online services, for example when they can expect
email replies;

use mail enabled groups and list services to facilitate communication within the school;

encourage users to manage their mailbox, deleting unnecessary email and backing up important emails or
attachments; and

encourage users to avoid submitting large attachments to forums and email list services.
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5.6 Theft or Damage

Students should mark their mobile phone clearly with their names.

Students who bring a mobile phone to School should leave it at the mobile drop-in at the office when they
arrive.

Mobile phones that are found in the School and whose owner cannot be located should be handed to the
School office.

The School accepts no responsibility for replacing lost, stolen or damaged mobile phones.

The School accepts no responsibility for students who lose or have their mobile phones stolen while
travelling to and from School.

It is strongly advised that students use passwords/pin numbers to ensure that unauthorised phone calls
cannot be made on their phones (e.g. by other students, or if stolen). Students must keep their
password/pin numbers confidential. Mobile phones and/or passwords may not be shared.

Lost and stolen mobile phones in Australia can be blocked across all networks making them virtually
worthless because they cannot be used.

5.7 Student Exchange Programme requirements

Sophia Mundi will ensure that exchange students and their host families are informed of the need for to protect
their personal privacy, and the privacy of members of their host family. This includes the appropriate use and risks of
the internet and social media platforms such as Facebook, Twitter, Instagram, YouTube, Snapchat, TikTok, Weibo,
WecChat, or WhatsApp.

6 Legal and regulatory basis for compliance

Sophia Mundi employees, students, visitors, volunteers and contractors are required to act in accordance with
relevant legislation:

Education and Training and Reform Act 2006 (Vic)
Equal Opportunity Act 2010 (Vic)

Education and Training Reform Regulations 2007
Education and Training Regulations 2017
Australian Education Amendment Act 2017

Equal Opportunity Act 1995

Child Safe Standards legislation

a. Child Wellbeing and Safety Act (Vic)
b. Ministerial Order 870 January 2016 (Vic)
c. Crimes Act 1958 (amended) (Vic)
d. Betrayal of Trust Report 2014 (Vic)
e. Working With Children Act 2005 (Vic)
f.  Wrongs Amendment (Organisational Child Abuse) Act 2017 (Vic).
g. Disability Discrimination Act 1992
h. Disability Standards for Education 2005
Privacy Act 1988 (Cth.)

Privacy Amendment (Enhancing Privacy Protection) Act 2012 (Cth.)
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7 Roles and responsibilities

Relevant school policies and procedures:
e Duty of care
e Student engagement and wellbeing
e  Positive learning strategy
e  Privacy
Students, staff or parents can report any breaches of the enclosed User Agreements or incidents of cyber bullying

activity in relation to online communication, mobile phones, interactive & digital technologies to a staff member or
Principal at any time.

The Principal and teachers have a duty of care to take reasonable steps to protect students from any harm that
should have reasonably been foreseen within the online learning environment.
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Appendix A Online Consent Form

SOPHIA Online Consent Form {(Appe ndix A)
AUNDI B8

D

DearParent/Cruardian
Dursehool now has aceess to the online sendses. whichinerease the ange of tracking tools
avzilable to staff ms mbers and will exhanee the opportunities available to students.
Iam wiritingtoyouto szz kapproval foryour aldld to he miven azesss to thase oxline sarvices,
*I'his will inw olue the sebo ol uming the studsnt's full name, prefirre d name and dass to @reatsa
unique oxline senvices ace ount
‘The sehool's orline sendes s cumenty provids:

»  ipdidwel emal acc ounts for all students and staff me mbes;

= eees to the intenuet, with all reas onable care taken y the sehool ta moritor
and e ontral students aneess to weh sites while at schod;

= 3egess to emal service:s from Home if the home 2o mputeris 2 onneste d to the
internet and

= ageess to Dnustant Messaging.

Hyou agree to yourson or daughter making we of these online services, please ¢ omplete the
Permizdon ship attached to this Letter, You wdll also need to snsute thatyous son or daughter
eads o7 understands the acce plable wsaze agreement, s o attache d to this lettes, hefore the
permission ship is signed Bothsigied documents should be retume d to sehodl 5o thatan on
service s ac2ount 2an be areate d foryour akdd

Flease note that while ¢ very reas onable effort is made by the sehool to prevesnt student exp os
toivapproprate oxline 2 ontert when using the sehook's onbine senvice s, itis not posdhle to

¢ ompletely ebminate the sk of suck ey osuze.

Youshould also be aware that generl intemet browsing by your ckild from home orlocatior
other than seho olis et mordtored or fltered by the sehool dnee itic notoonduoted wia the
sehoot's online senice s and thatyoware responsible forsupemvision of your child's we of the
internet from home.

Yours dneerady

(Znsest pawe)

Paincpal

Version 4.0

Permission for Students te Have an Online Services Account

Please wirite the name us ngone ca pital letber per b

Farerts / Guardians
Cro you give permission for wour child to have an online services account?

ez f..Moo [circleone]

| agree to and understand the respansibiliies my child has using the anline
services provided at school for educational purposes in accordance with the
acceptable usage agreement for school students. | also understand that if my
child breaks any of the rules inthe agreement, that the Principal may take
disciplinany action as provided in policies of the school

MName of parent / guar dian:

Signature of parent / guardian:

Diate:

Nate: While &vary raasonableaffort £ madz by Sopha Mund iStenar Schee o praventztudant
xposure to napproprite online content when wing theschools onlineserdices it Enotpossible to
completely elimnate the rskofs uch eqpes ure. Theschoo lcannotfilber Internet contentacossad b
ourchild from home or fromother kcatt ns avay femschoo . Thaschoo | rsco mmends the use of
approprate Internet fibering softaa e,

Office use anly
[rate processed: ! i

Erogeszed by (initialz)
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Appendix B

Acceptable Usage Agreement for Secondary School Students

-

Acceptable Usage Agreement for Secondary Schoel Students (Appendix B)

Kyouuse theonline ser tas of Sopha Mund i Seiner Schoo lyon mustagres to thefo lbwing rules:

Access and Se

Students will:

= notdiable satting B rvims protactbn, = pamand filbering that have bean applied az 3 zchoa |
standard;

= znzurz thatco mmunicate n through ntzrmet awl online co mmun ikate nsarvices ©orebtsd © kaming:
= heap paswo ik confidanti | and change themwhen promptad orwhen lnown by another user:

= use passeerk thatare notobubws orsasily gussad:

= peverallow othes to we their personalaccount:

= bgoffattheend of esachsession to ensure thatnobody ebe can use theiracco unt:

= prompth tell theirsupercsng taacher iftheys wpact they have raceived 2 computervinsorspam
iz unsolicited emmill or Fthey raceiiea masage that & inappr prate or makbes them feel
ums e i ble:

n ceshadvice Fanother wer seels mcemsie parmonal nformaton, xle to be telephoned, offes gite by
emailorwants o mesta student:

= pavar hnewingly initate o rfe raand 2ma ik o rother messags continng:

o 3 message that was sent to them in confidence:
o computer ving o ratuchment that £ capa bl of damagng racipiams oo mputars:
o ghain kettes and hoas sk or

@ spam. ag. umse ol wlvarte ng materal

s neerzendor pablih:

o unaccepta bl orunbeful materalor remarks. inched ing o ffes ive. abas ivear decrimmator
comment;

o threatzning bullvingor harss ing another person o1 ma king ercassieor uneasonabke
demanck upen ancthar prEon:

o sewally eplicito rsean llys ugzestioe wateralorco e podence:or

o fakeordefanator; ik rmation 3 ko uta person ororgan eation.

= znzurzthat preonalusz £ baptte a mnimumand mtzrnataml enling commankatonsariks ars
generall; usad for zenuine curricu by m and educatna lactivities (e of unanthoreed prgmme and

intentionally downbading unauthe e softea e graphis or must that & netasse ===

~

lea tning, & not parmitted |;
»  neverdamage ordiablschoo lcomputes computer systems o netwo s

= ensurethatsercbes ame not wed ©orunautho reed co mmen alactivities. polittal k

gmbling o rany unbful parpose: and Intelle
®  beawarethatalluseof inbernetand online oo mimun icat nsercices can be s d it Student
account of spacift wwar. [

Frivacy and Confrentialt

L
Studants

= paver publish o rd ieckse the erail add rezs of a smdent witheut that person s 2aplh "

o,

= notrevesl parsonal ik i tion includ ing names, acd rasses. photographs, crad it ca
tzlzphe nz numbzrs of hameehes orothars:aml

= ansureprivcacy and oo efidenti it & maintined by notdisc ks ingar wing any infor
that & contrary to any individuals nterests .
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Misuse and Branches of

al Poperty and Capyright

avar phgares irformaton aml willolzzreapproprats copyright cleamnce, inhxling

acknowlkdghg theamhororseuca of any nfomation wad:

ns ute that perms b & gained beb e electronEally publihing wers' worlsordawing amd abays

achnowledge the creatororautha refany materalpu bished: and

wnzureany wateri | publiched on the intarnetar intanet has the approvalef the Principalar their

ekgateand has appe prite co pyright clea ance.

table Usage

Student nwstbeavae that:
= theyare hekl esponsble for theiracto s while wing internet and cnlineco mman cation servics:

= theyars hekl rspons ble forany braaches cawsed bythemallwing anyother pason to use their
account o acces mternetamd onlineco mmuntation services ;and

= the misuzeof intzmatand o nlne communicatonservices may rsult i deciplinaryagtion whih.
inclulas but & not limited to e withdmealof accss to sarvices.

Stucdant must raport:

ny internetsite accesad that £ co s idersd na ppro piate:and

ny suspected techn£alsecurity breach nvo bing wsers fromonts ide the schoal.

lundesta
resultind

Iagres to abide by the acceptable wage agresment forschoo lstudants .

g

MNarme of student:

Signature of student :

w that Flam given angnline sardm acco untand breakang ofthe mies in the agrsement. it ma
Eciplinary actdn, determined by the Principa | in aceo da nce with he schools £
ant Policy.

aviour

Dzte;

[rate processed: ! i

Office use only:

FProcessed by (initials):

thataochar
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Appendix C

Permission to Publish Students’ Work or Images of Student on

Web Sites

Version 4.0

-

Permission to Publish Students” Work or Images of Student on Welb Sites

{Appendix C}

[ear FarentGuandan

| recqueast mur parmiszion for vides o photogn phic imagas of wurchill to be mhkanduring schoo lactiviies . F
such images aug captursl, they woukl be wed for the purpesecf sducatng students, promoting thescheo L or
promoting public sducation. lamakbo se=hing your permis b nfor the schoo [ to publeh images and for

samipksafyourchibl's werk
K you giva wur permission. theschoolmay publeh irags of yvourchikl aml /e rsampls of worh de ne by your

chikl in a variety of ways, ncluding butnot limited © onineaml hard copyschoo Inews kttars | tha school
wab schoalanmual magazines awl koal nevspapars. Fpublehed, thind parties woull b2ablk o view the

photazmphis and work.
Kousign the attmchad form it mea e thatyou agres to the £ llwng:

»  Theschools abke to publeh images of your child and sampls of vour childs work s many times as
e uires i the ways mantionsd 3 bove,

n ioarchilds images may be reprod sced sither ncoburorin bhack and white.

»  Theschoolwill not use yourchitl's mage orsamples of wourchilds workforany purposecthar than
for the sducatonefstulent orfor the ganeml pronotion of puble el wation 3wl theschool.

»  Theschoolwillonk publeh the fist name of thestudent. Family names will not be receg led
Any images captu red by the schoo lwill b2 bt forne kngerthan & necssary for the a bove- mento ned
purpeses amd will besto red and disposed ofsecurely. Whikt every effo rtwill be made 1 protect the dentit
af vourchikl Zopht MumdiStainar Scheoloannat gua mntes thatyourchibl will not b able to be Hentified
framthe imape o wark.
vou agres to parmit theschool to capture imags of vour chibl, amd to publieh images of soarchibd or
sampksefyourchitls work in the manner detiked above plase complets theco mentformbelkw aml
return itio theschoo lby . fschaal to mzertastel, .., ThE comsent. Fsigned will remain affactios until such
tine s you advie thaschoo lothervee

CONSENT R2 BRI

lagres to the videoingor photogmphingof mychill duringscheo lactivitis for use by the scheo | in aducating
stulents aml prometng theschooland public educaton. lako agres to the publcatonof images o rsamiples

of workof|isert chill's name= in ways including. but not limited to, the school
wabsite scheo | neeslettars (printand onlng] magmzines awd the b lnees papar subject o the oo wlitions
setoutabove. lwill notify theschool Fldectle to withd mw thE co nsent.

Hame of studant; Class
Signature of student; Diate;
Signature of parent/guardian; Dot
Note: This cansent farm should ba filed by the schoa! and a copy provided to the parantfguardian
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Appendix D Logon Reminder Notice

The notice shown below, or some variation of this notice, will be displayed to all students when logging into Sophia
Mundi Steiner School’s online services:

Version 4.0

Appropriate Use of Online Services

Sophia Mundi Steiner School’s online services such as e-mail, internet access,
instant messaging and learning services are provided to assist you in your
education.

By using these services you agree to obey the rules set out in the Acceptable
Usage Agreement and to abide by the school’s policies. You also give consent
to logging, monitoring, auditing and disclosure of your use of these services.

Inappropriate use of these services can result in disciplinary action that may
include suspension of access to services.

Online communication, Mobile Phone, Interactive & Digital Technologies Procedures
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Appendix E Cyber smart Guide to Internet Safety

If you would like to talk to us in your own
language, please call the Telephone Interpreter
Service on 131 450 and they will contact us for
you,

ITALIAN

Se desiderate parlare con noi in italiano, siete
pregati di chiamare il servizio dinterpretariato
telefonico (Telephone Interpreter Service) al
numero 131 450 e loro ¢i contatteranno per voi.
VIETNAMESE

Néu quy vi muén néi chuyén véi ching t6i
bing tiéng Viét, xin dién thoai dén Dich vu
Théng dich qua Bién thoai (TIS) & 6 131 450
va ho & gidp quy vi lién lac ching tbi.
GREEK

Av BEAeTe va pag WATOETE oTn) YAWooa oag,
napakakeiote §

131 450 Kal va {NTCETE va EMKOWWVITIoUY

HoZi pag ex HEPOUG 0O :

ARABIC o

Tadiny JUas¥I oy ctliicly Liad] aaill 345 i€ 13

pok am 131 450 gl e ubitly Laghill fam il
e Tyl Uall a5l Ly JLoaS¥U Losill o pa i

CHINESE

R ER A E A RAR . W 131 450

WEMMERH (Telephone Interpreter Service) , 1

| PERmANRRE -

#9 Produced by

the Australian Communications
and Media Authority and endorsed

8l by all Australian law enforcement

authorities

cyber(smart:)
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Chatsmart

KIDS:
These tips are for you!

N

Be careful

Meeting people online might be fun, but remember
that the people you meet online may not be who
they say they are. Somecne claiming to be a
12-year-old girl could really be a 40-year-old man.

®eee Bem.smar'l too!
+ fdd a friend

ONLY add friends - araeute (available]

you really know to | .t misty (available)
your contact list! ' ohsoprettygemma (available)
( noddy [ofMline)

- ot el e
‘. napolean37 [away)

‘You can block

strangers from ( teh_minx (offline)

seeing when you (( roisin (offline)

are online! © shazza (blocked)
© gaza [blocked)
() mick99 (blocked)

-sam_the_man [away)

Filter software is a useful tool for managing
children’s access to the net, along with active
supervision by parents and setting household
internet-use rules.

Different filters work in different ways. Some are
better than others at blocking particular types
of content.

Whitelist filters

These allow the user

o access only a
selected number of
pre-determined sites
while blocking all others.
They are the most effective
in blocking access to offensive
and harmful material, but they
also block a lot of material that
may be innocuous.

These filters are likely to
be appropriate for younger
(primary school age) children, where
protection from unsuitable material may
be more important than having access
to a wider range of content.

Check with your parents/carer first

Ask your mum, dad or carer before you give out
your name, phone number or address or any
other personal details. This includes the name
of your schoal, your photo and any personal
information about your friends and family.

Never post such information in a chat room or
somewhere lots of other people might see it.

Always keep your password a secret.

Take someone with you

If you want to meet someone you have
so far only met in a chat room, ask
one of your parents or another
trusted adult to go with you.
Always meet in a popular public
place, preferably during
the day.

Don’t stay.
Don’t respond

If someone in a chat room
posts offensive pictures or
says something rude or scary,
ar if you are sent these in an
email, don't respond, save

it and leave the chat room
straightaway.

If you see upsetting language,
nasty pictures or something
scary tell your parent or
another adult you trust.

Blacklist filters

These prevent the user from accessing certain
listed sites. They provide access to a wider range
of content, but may still allow access to unsuitable
material and block legitimate material. Such filters
are likely to suit families with older children, where
access to a wide range of content is an important
consideration.

Multiple user filters

These allow different levels of filtering for different
users. They may be useful where there are
children of different ages in the family.

Monitoring filters

These keep a record of visited sites and can be
useful for checking the sites your children are
visiting on the net.

Points to remember

To help ensure your filter is as effective
as possible, consider installing a product
that is updated automatically when you
connect to the net. Alternatively, your ISP
may offer a filter that they administer and update
for you. Some filters work only with WWW
content, others can be used with a wider range of
applications such as email or chat. Look for one
which meets your particular needs.

REMEMBER

B R e R e

A filter cannot be a substitute
for parental supervision.

www.cybersmart.gov.au
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Keep it quiet!

Only tell real-life friends or family
that you have a webcam. Don't
show it in your online 1D.

If someone asks you to do or watch something
that you find upsetting or wrong say NO! Close the
conversation straight away and tell your parent or
another adult that you trust.

Spam is electronic ‘junk mail'—unwanted
messages sent to your email account or mobile
phone. Spam may contain offensive material,
malicious code, try to persuade you to buy

a product or service or attempt to trick you

in to divulging your banking details. The best
response is to delete and never respond to spam
messages.

To reduce spam, protect your email address
and mobile phone number online, use filtering
software and boost your internet security.

Also check your internet service provider's
website for information about managing spam.
Complaints about spam should be made online
at www.acma.gov.au/spam.

The ACMA has a code of practice for internet
service providers (I5Ps). This requires them to
offer each subscriber one of the filters listed
in the code. Some ISPs offer this service free
of charge, while others charge a fee. See your
ISP's home page for details of the product
they offer. The Internet Industry Association
provides a list of family-friendly internet
content filters on its site at
www.iia.net.au.

If you see content on the
net that you believe may
be prohibited, you can
make a complaint to the
ACMA about it. Complaints
should be made online at
www.acma.gov.au/
hotline.

WS



ISV - Cyber safety Information Sheet

Cyber safety

Cyber safety is the responsible and safe use of communications and information technology. It
involves keeping personal information secure and safe, being responsible with that information,
being respectful of other internet users, and using good internet etiquette (netiquette).

Cyber bullying

Cyber bullying is the use of technology to harass, threaten, embarrass or target another person.
Risks

Risks can include:

peer pressure to be engaged with friends through social media

accessing and/or sharing inappropriate, disturbing, explicit or illegal content

contact with strangers: the potential for online grooming and radicalisation

posting private information that, by posting, becomes public

‘using (or stealing) content owned by others, e.g. images, music or videos

Plagiarising: taking ideas or information created/owned by others without referencing their

origin

not using critical thinking skills when using the internet

e not seeking or not knowing how to seek support from someone in real life when there is
an issue

e potential increase in mental health issues or social isolation

e lack of ethical decision making (difference between what is right and wrong) and
appropriate standards of behaviour

e creating a digital footprint that may be permanent

e covert bullying: the potential for anonymity may result in an increase in online bullying as
those who bully and those who are bullied may choose to retaliate online rather than face-
to-face

e sexting: sending sexually explicit messages or photographs via the internet, mobile

phones and other forms of social media.

Cyberbullying versus Traditional Bullying
Cyber bullying differs from traditional bullying in several ways:

o Availability: cyber bullying can occur anywhere and at any time. There is a misperception
that there are no real-world consequences for online actions.

e Anonymity: the impression of anonymity in the ‘online world’ leads young people to feel
less accountable for their actions and provides a false bravado to would-be bullies.

o Geography: rather than being limited to the schoolyard, cyber bullying can operate
wherever a young person uses the internet or a mobile phone, including when they are on
their own in their bedroom and at night.

o Impact: the internet provides the means for ‘bullying’ to be available to a wide audience
and instantaneously. Through social media sites, comments and photos can be viewed by
potentially an unlimited number of people.

» Intent: a private message or joke that is forwarded on may become offensive or
harassing, even though that may not have been the intention of the original sender.

e Permanence: verbal comments are fleeting. Online content is tracked and stored and can
potentially resurface at any time.

o Democracy: anyone can be a victim — students, staff, and parents.
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PARENTS

for
Do you know who your
kids are talking to?

Stay involved with your child’s use of new
technologies. Ask your child to show you how
his or her phone works, or borrow it and become
familiar with it.

Find out how access to ‘adult’ content and
other services offered by your child’s mobile
phone carrier can be managed. Such information
is usually available on the carrier's wehsite.

Talk to your children about their experiences
the good and the bad. Let them know it's OK
1o tell you if they come across something that
worries them. (It doesn’t mean they’re going to
get into trouble.)

Teach your children that there are ways
they can deal with disturbing material—they
should not respond if they are sent something
inappropriate, and they should immediately
leave or hang up if they feel uncomfortable or
worried hy it.

www.cybersmart.gov.au

r(;

are no longer just a way
to make voice calls when
you're out and about.

You can send text

messages via SMS,
pictures, sounds,
video via MMS (multi-
media messaging), access

email, TH (instant
messaging), and c¢hat, as
well as =~ " the net.

Many mobiles include cameras, sound recording
capability, and can also track where you

are! While most content and services will be
suitable for everyone, some may be unsuitahle
and risky for kids.

The “always on’ nature of mobile services
means that risks, such as cyherbullying, people
making inappropriate contact and the chance
that kids will access unsuitable content, are
always present.

They can happen at any time, anywhere.

And because parents can't always be there to
supervise, it is more important than ever to
teach kids how to protect themselves.

Version 4.0
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If you would like to falk to us in your own
language. please call the Telephone Interpreter
Service on 131 450 and they will contact us for
you.

ITALIAN
Se desiderale parlare con nol in italiano, siete
pregali di chiamare il servizio d'interpretarialo
telefonice (Telephone Interpreter Service) al
numero 131 450 e loro i contatteranno per voi.
VIETNAMESE
Néu quy vi mubn néi chuyén véi ching t6i
béng tiéng VIét, xin dign thoai dén Dich vu
Théng dich qua Bién thoai (TIS) & s§ 131 450
va ho sé gilp quy vi lién lac ching téi.
GREEK
Av BEAETE va pag WAYOETE o1 yAwooa oag,
NOPUKAAEioTE  va  TNASQWVICETE  gmv
TnAepuvikry Yrnpeoia  Aepunvéwy  oto
131 450 kal va IToETE va Eruxowwviioouy
paij pag ek pépoug aas,
ARABIC /
Latay Jlasl o i iy Ll dassll o 43 =aS 1)
o maa 131 450 aa,l e dlaslly Tagaldl Laaalt
e e O e r
CHINESE
WRIEHZ AT S BEOALL, ENE 131 450
W EF (@ BRFS (Telephone Interpreter Service) 1t
& Sz RIS -

For more information contact:

Australian Communications and Media Authority
Cybersafety Contact Centre

Telephone: 1800 880 176

Email: cybersafety@acma.gov.au

June 2008

www.cybersmart.gov.au

yhersmart tips
r kids and young people

‘\

Do you REALLY know

who you'e talking to?

Keep secrete—don’t tell anyone your
personal details. This includes your name,
address, your current location, credit card
details and school. Be very careful ahout
giving out your phone number too.

Check with your Mum, Dad or carer hefore
you give anyone this information, particularly
to people who you may have only just met
online.

Remember—the person you meet in a
chat room may not be who they say they
are. And if you give out personal information
or send pictures, the person you send them
to may not be the only person to see them!

Take =Omeone with you. If you want to
meet someone you haven't met so far in
person, ask a parent or another adult to go
with you and always meet in a popular public
place, preferably during the day.

Say NO! Don’t accept any offers that seem
too good to he true—they probably are.
Mever accept the offer of a free mobhile
phone from without asking your
Mum or Dad first!

Online communication, Mobile Phone, Interactive & Digital Technologies Procedures
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Watch out!
Stay aware of
what's going
on around

you and guard
your privacy.
Remember, if you
can take pictures
of everything and
everyone with your
phone, so can other
people ... and you
may not want to
be the subject of
their photos!
Be considerat

—only send the

kinds of messages and pictures you would be
happy to receive.

Tell—if someone sends you nasty or hullying
messages, or asks you to do something that
makes you feel uncomfortable, don’t respond.
Make a note of the number it came from,

and the date and time of the call, save the
message and tell your parent or another adult
you trust.

Remember always to be Phone Smart
and stay safe.

Protect your privacsy.
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