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1 Policy 
This policy is based on the principles of mutual responsibility and respect of all parties involved in the use of mobile 
phones. It requires accountability on the part of the user for his or her actions. It is designed to assist in managing 
the safe and responsible use of mobile phones by students and involves parents as partners in assisting their 
children in the proper use of mobile phones.  

Students need to be protected from exposure to inappropriate online material or activities, to be aware of the risks 
associated with some online activities, and to adopt protective online behaviour.  Sophia Mundi Steiner School 
makes every reasonable effort to achieve this by educating and informing students and parents, as well as by putting 
measures in place to monitor email traffic and internet access.  All activities conducted using the school’s interactive 
& digital technologies and /or the school’s online services may be logged and accessed for administrative, legal or 
security purposes. 

This policy has been developed to assist teachers to put in place school-based processes and procedures that will 
both protect and inform students and parents in their use of the school’s online services.  

2 Purpose and Background 

Digital technology is part of our everyday lives. We recognise that the rapid advances in technology will continue to 
develop and create new opportunities and challenges. 

The purpose of this policy statement is to promote appropriate and ethical use of online communication, mobile 
phones and interactive & digital technologies in a way that provides access to its benefits. This policy statement 
enables us to make decisions about online communication, mobile phones, interactive & digital technologies use, to 
assist us to be self-disciplined and ‘in-control’, and to form positive, personal relationships. These will ultimately 
improve our learning experiences. 

The classroom, and other learning spaces are places for creativity, innovation, risk taking and critical thinking. Used 
poorly, online communication, mobile phones, interactive & digital technologies can create distractions from being 
active learners and can have a negative effect on learning focus and outcomes.  

At Sophia Mundi, it is our responsibility to model and monitor best use of online communication, mobile phones, 
interactive & digital technologies. The way in which students can be assisted to take responsibility includes the 
assurance that consequences will apply for poor decision-making. Student decisions about use of online 
communication, mobile phones, and interactive & digital technologies that breach school expectations will result in 
a consequential approach, so that better decisions are made in the future. 

3 Scope 

This policy applies to the Principal, teachers and supervisors of students and students accessing online 
communication and/or services, mobile phones, interactive & digital technologies from any of the school’s locations 
including, but not limited to, the school.  

The policy also applies to students during School excursions, camps and extra-curricular activities. 

4 Definitions 

4.1 Inappropriate Content 

Content that is considered unsuitable or harmful to students.  It includes material that is pornographic, that 
promotes illegal activities, violence or prejudice on the grounds of race, religion, gender or sexual 
orientation.  

4.2 Online Services 

Any services including, but not limited to, email, calendaring, instant messaging, web conferencing, 
discussion groups, internet access, social media, Apps and web browsing, that may be accessed using the 
computer networks and services of Sophia Mundi Steiner School. 
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4.3 Parent 

Includes guardians and carers and refers to a person who at law has a responsibility for the care, welfare and 
development of a student. 

4.4 Spam 

A generic term used to describe electronic ‘junk mail.’  That is, unwanted messages sent to an email account 
or mobile phone.  Messages do not have to be sent out in bulk to be considered spam - under Australian law, 
a single electronic message can also be considered spam.   

4.5 Personal safety and security 

Sophia Mundi Steiner School accepts that parents may give their children mobile phones to protect them 
from perceived everyday risks involving personal security and safety. There may also be concerns about 
children travelling alone on public transport or commuting long distances to School. It is acknowledged that 
providing a child with a mobile phone may give some parents reassurance that they can contact their child – 
and vice versa- if they need to speak to them urgently before or after School. 

4.6 Responsibility 

It is the responsibility of students who bring mobile phones to School to abide by the guidelines outlined in 
this Policy. The decision to provide a mobile phone to their children should be made by parents/ guardians 
and parents/ guardians should be aware if their child takes a mobile phone to School.  Permission to have a 
mobile phone at School while under the School’s supervision is contingent on parent/ guardian permission in 
the form of a signed copy of the mobile phone usage agreement (Appendix A). Parents/ guardians and/ or the 
School may revoke approval at any time. 

4.7 Cyberbullying 

Cyberbullying is when a child, preteen or teen is tormented, threatened, harassed, humiliated, embarrassed 
or otherwise targeted by another child, preteen or teen using the Internet, interactive and digital 
technologies or mobile phones. It has to have a minor on both sides, or at least have been instigated by a 
minor against another minor.  See Appendix D 

5 Procedures and activities 

 General guidelines 

• Online communication (through laptop, email, social media, SMS etc) must be done in a way that is ethical, 
lawful and respectful. 

• Students must never photograph or record any person without their permission. 

• Distribution, by forwarding, posting or sharing, of another person’s images, video and/or personal 
information must not occur without their permission. 

• Mobile hotspots (e.g. through any devices) are not to be used during the school day and school events. 

• Proxies, VPNs, or other encrypted connections to the internet are not to be used at school. 

• Unlawful activity or behaviour will need to be referred by the school to the appropriate authorities. 

• It is a criminal offence to use a mobile phone or other devices to menace, harass or offend another person. 
It is not a matter of the intention of the perpetrator, but the perception of the recipient as to whether 
something is menacing, harassing or offensive.   

• If restorative action undertaken by the school is deemed ineffective, the Principal may consider it 
appropriate to involve Victoria Police. 
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4.2 Mobile phones and smart devices 

Mobile phones carried by students should be switched off and left at the mobile phone drop-in at the School office 
whilst under the School’s supervision, before, during and after School hours.  

Smart devices (e.g. smart watches, Fit bits, other wearable technology) are not permitted. 

The school must receive a signed permission for student to have an online service account (Appendix A) and a signed 
acceptable usage agreement for secondary students (Appendix B) before granting students access to online services. 

5.1.1 Mobile phone - Guidelines for exceptions 

• Exceptions to the above may be permitted only in very particular circumstances if the parent/guardian 
specifically requests it in writing for a specific period of time and the School approves it. Such requests will 
be handled on a case- by-case basis and should be directed to the Principal. Parents are reminded that in 
cases of emergency, the School office remains a vital and appropriate point of contact and can ensure your 
child is reached quickly and assisted in any appropriate way. 

• Students who have permission to have phones while on School premises before or after School, should use 
soundless features such as text messaging, answering services, call diversion and vibration alert to receive 
important calls. 

• Mobile phones should not be used in any manner or place that is disruptive to the normal routine of the 
School. 

• Students should protect their phone numbers by only giving them to friends and keeping a note of who 
they have given them to.  This can help protect the student’s number from falling into the wrong hands and 
guard against the receipt of insulting, threatening or unpleasant voice, text and picture messages. 

5.1.2 Mobile phone - Unacceptable Uses 

• Unless express permission is granted  (as outlined above for exceptions), mobile phones should not be with 
students or in their bags,  used to make calls, send SMS messages, surf the internet, take photos or use any 
other application during School hours or during extra-curricular activities.  

• Using mobile phones to bully and threaten other students is unacceptable and will not be tolerated. In 
some cases it can constitute criminal behaviour. 

• Students will not ‘gang up’ on another student and use their mobile phones to take videos and pictures of 
acts to denigrate and humiliate that student and then send the pictures to other students or via social 
media or upload it to a website for public viewing. This also includes using mobile phones to photograph or 
film any student without their consent.  

• It is a criminal offence to use a mobile phone to menace, harass or offend another person and almost all 
calls, text messages and emails can be traced. 

• Mobile phones are not to be with students or in their bags, used or taken into changing rooms or toilets or 
used in any situation that may cause embarrassment or discomfort to their fellow students, staff or visitors 
to the School. 

5.1.3 Inappropriate Conduct 

• Any student/s caught using a mobile phone to cheat in exams or assessments will face disciplinary action as 
sanctioned by the Principal. 

• Any student who uses vulgar, derogatory, or obscene language while using a mobile phone in conjunction 
with the School community will face disciplinary action as sanctioned by the Principal. 

• Students with mobile phones may not engage in personal attacks, harass another person, or post private 
information about another person using SMS messages, taking/sending photos or objectionable images, 
and phone calls.  

• Students using mobile phones to bully other students will face disciplinary action as sanctioned by the 
Principal. 
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5.2 Student Laptops/ computers/ iPads 

All student laptops are to be used for educational purposes only. Primary school and middle school students are not 
to bring laptops to school. Middle years students may access school laptops in class under the supervision and 
direction of their teacher 

Year 10 students  

Year 10 students may bring laptops to school for use in class at the direction of class teachers only. Use of laptops 
outside the class room is not permitted anywhere on the school grounds 

Use of Laptop Computers by IB senior students 

Year 11 and 12 students are required to bring laptop computers for use in school as bound by the guidelines in this 
policy.  

Students are to use laptops in accordance to their level of study ie: access assigned to them for Managebac.  

5.2.1 Conditions of Use 

The school must receive a signed permission for student to have an online service account (Appendix A) and a signed 
acceptable usage agreement for secondary students (Appendix B) before granting students access to online services. 

5.2.2 Acceptable Usage Agreement  

The school’s Acceptable Usage Agreement should stipulate that students:  

• agree to adhere to the rule’s set out in the Acceptable Usage Agreement each time they log on to online 
services; 

• ensure that all communication using online services is related to learning or school activities; 

• keep passwords confidential, and change them when prompted or when known by another user; 

• never knowingly allow others to use their personal online services account unless directed to by a teacher 
for the purposes of collaborative learning; 

• log off at the end of each session to ensure that nobody else can use their online services account; 

• not send or publish unacceptable or unlawful material or remarks including offensive, abusive, defamatory 
or discriminatory comments; 

• not access or attempt to access inappropriate material; 

• not engage in any bullying, intimidation or other inappropriate behaviour online;  

• ask a staff member’s advice if another user is seeking excessive personal information, asks to be telephoned, 
offers gifts by email or wants to meet them; 

• immediately tell a nominated staff member if they receive a computer virus or a message that is 
inappropriate or makes them feel uncomfortable; 

• never knowingly initiate or forward emails containing: 

o a message that was sent to them privately; 

o a computer virus or attachments that are capable of damaging recipients’ computers; 

o chain letters and hoax emails; and 

o spam like unsolicited advertising material, or mail unrelated to learning; 

• be made aware by teachers that emails sent or received via the school’s online services may be audited and 
traced to the online services accounts of specific users; 

• not damage or disable computers, computer systems or networks of the school; and 

• ensure that online services are not used for unauthorised commercial activities, political lobbying, gambling 
or any unlawful purpose. 
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5.2.3 Responsible Use of Online Services 

The agreements and forms provided in the appendices are to be used to obtain agreement and sign-off from 
students and parents.  These forms do not constitute or contain legal disclaimers but they do help to meet the 
requirement to make students and parents aware of their obligations and the risks associated with online services 
use.  Similarly the logon reminder text is to be automatically displayed to all users when logging in to the school 
network. 

The school will periodically repeat requests for sign-off (e.g. at the start of the school year) on the agreements by 
students and parents as a means of reminding them of their responsibilities when using the school’s information and 
communication technologies.  

Monitoring and tracking online activity across the school’s network is a complex activity.  It is important therefore to 
realise that it will not always be possible for ICT staff to trace online activity or to provide comprehensive historical 
details of individual online activity. 

5.3 Breaches of online communication, mobile phone and digital technology usage 

Breach of expectations related to use of online communication and/or services, mobile phones, interactive & digital 
technologies are managed in a step by step process. 

A breach of expectations means there are important issues of trust and responsibility that must be addressed, and 
students can expect consequences and a follow up process for any such breaches. 

Continued breaches will be considered a behavioural matter and the student can expect some or all of the following 
consequences to apply, depending on the nature and seriousness of the breach: 

• Confiscation - removal of device 

• Community service 

• Suspension 

Process for confiscation of devices: 

1. First occasion - Device will be sent to the front desk to be collected at the end of the day. 

2. Second occasion - Device will be handed to the front desk at the start of each day for 2 days and collected 
at the end of each day. 

3. Third occasion - Device will be handed to the front desk and the student’s parent will be required to pick it 
up.  

This will also result in the student having a conversation and follow up behaviour management plan 
implemented by the Principal or their delegate as per section 5.4.1 

Repeated infringements may result in the withdrawal of the agreement to allow the student to bring the 
mobile telephone to School and disciplinary action including suspension may be imposed. 

5.3.1 Misuse and Breaches of Acceptable Usage 

The Principal and teachers will endeavour, with due regard to practical considerations, to:  

• follow procedures for fairness and due process where there is an alleged misuse or breach of this policy 
including investigating any reported misuse and, where possible, accurately retracing misuse to the 
offender; 

• tailor disciplinary action taken in relation to students to meet specific concerns related to the breach, and 
assist students in gaining the self-discipline necessary to behave appropriately when using the online 
services; and 

• promptly address the online publication of defamatory material about staff members or students. 
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5.4 Privacy, access and security 

The Principal will endeavour, with due regard to practical considerations, to: 

• inform parents and teachers of this policy’s existence; 

• provide students access to online services-enabled computers within the limits of available resources; 

• advise parents that while Sophia Mundi Steiner School will make every reasonable effort to provide a safe 
and secure online learning experience for students when using the school’s online services, it is not possible 
to guarantee that students will not be exposed to inappropriate material; 

• advise parents that any internet browsing by their child at home or from other non-school locations, will 
not be via the school’s online services and therefore will not be filtered by the school; and 

• approve any material planned for publication on the internet or intranets and verify appropriate copyright 
and privacy clearance. 

Teachers will endeavour, with due regard to practical considerations, to: 

• provide appropriate supervision for students using the internet and other online services at school; and 

• issue and maintain student passwords in a confidential and secure manner, with additional consideration 
and provision given to special needs students.  

5.4.1 Filtering  

The school provides a level of content filtering through its basic list of banned sites service. This lists and bans access 
to sites that have been identified as unsuitable for the education market.  Teachers should notify the Principal of any 
additional sites which they consider inappropriate and wish to have added to the school’s list of banned sites. 

5.4.2 Intellectual Property and Copyright 

Students need to: 

• be aware of the legal requirements regarding copyright when downloading information; 

• gain permission before electronically publishing users’ works or drawings; 

• always acknowledge the creator or author of any material published;  

• observe appropriate copyright clearance including acknowledging the author or source of any information 
used; and 

• ensure any material published on the internet or intranet has the approval of the Principal. 

5.4.3 Student image protection and personal information -  Privacy and Confidentiality 

The Principal will endeavour to gain written permission from the student or their parent if the student is under 18 
years of age, before publishing video recordings, photographs or comments relating to their students. 

Teachers will where possible advise students they should not reveal personal information including names, 
addresses, financial details (e.g. credit card), telephone numbers or images (video or photographic) of themselves or 
others.  

Guidelines 

The school address or email address may be used where it is necessary to receive a reply. 

Students should also be aware that, since their online services email address contains their personal name, this 
address should also be protected and should never be used in non-school online communications. 

Further information on the importance of online anonymity and protective online behaviours is available at: 
http://www.netalert.gov.au 

http://www.netalert.gov.au/
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5.5 Guidelines for Teachers - Use of online communication, mobile phones, and interactive & 
digital technologies  

It is recommended that teachers: 

• are aware of their responsibilities for supervising student use of online services as laid out in this policy and 
the Duty of Care Policy; 

• maintain an informed view of the relative risks and educational benefits of online activity by their students;   

Guidelines 

A variety of resources are available from NetAlert (www.netalert.gov.au) to assist with this including wall 
charts, quick reference guides and detailed background information. 

• ensure that students are aware of the possible negative consequences of publishing identifying information 
online including their own or other students’ images; 

• refrain from publishing student images or any student-identifying information on the internet (if such 
publication is necessary, limit the amount of time the information is online as much as possible);  

• check that any material planned for publication on the internet or intranets has the approval of the 
Principal and has appropriate copyright and privacy clearance; 

• are aware of the steps to take and advice to give if students notify them of inappropriate or unwelcome 
online activity by fellow students or members of the public, including: 

o collecting as much information as possible about the incident including copies of communications; 

o emphasising to the student that the event is not necessarily their fault; 

o identifying any risky behaviours on the part of the reporting student and counselling them on the 
need to adopt more protective behaviours; and 

o if the incident warrants further attention, escalate it to the Principal, notifying police only if you 
suspect the law may have been broken, such as a possible attempt by an adult to groom or 
encourage the student to meet face-to-face; 

• inform parents that student internet access from home or other non-school sites does not occur via the 
school’s online services and therefore internet browsing may not be filtered; 

• promote the use of strong passwords for students who can cope with the complexity, these passwords: 

o contain a mixture of alphabetic and non-alphabetic characters; 

o are changed frequently; 

o do not contain dictionary words; 

o do not contain easily identified personal information such as name, date of birth, etc; 

o do not contain any part of the account identifier such as the username; and 

o are not written down. 

• adapt the Acceptable Usage Agreement to suit the class context and the needs of students (in particular, 
giving consideration to the value of having students with disabilities signing an agreement).   

5.5.1 Guidelines for Practical Use of Online Services 

It is recommended that the Principal and teachers: 

• set realistic expectations with students prior to use of online services, for example when they can expect 
email replies; 

• use mail enabled groups and list services to facilitate communication within the school; 

• encourage users to manage their mailbox, deleting unnecessary email and backing up important emails or 
attachments; and 

• encourage users to avoid submitting large attachments to forums and email list services. 

http://www.netalert.gov.au/
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5.6 Theft or Damage 

• Students should mark their mobile phone clearly with their names. 
• Students who bring a mobile phone to School should leave it at the mobile drop-in at the office when they 

arrive.  
• Mobile phones that are found in the School and whose owner cannot be located should be handed to the 

School office. 
• The School accepts no responsibility for replacing lost, stolen or damaged mobile phones. 

• The School accepts no responsibility for students who lose or have their mobile phones stolen while 
travelling to and from School. 

• It is strongly advised that students use passwords/pin numbers to ensure that unauthorised phone calls 
cannot be made on their phones (e.g. by other students, or if stolen). Students must keep their 
password/pin numbers confidential. Mobile phones and/or passwords may not be shared. 

• Lost and stolen mobile phones in Australia can be blocked across all networks making them virtually 
worthless because they cannot be used. 

5.7 Student Exchange Programme requirements 

Sophia Mundi will ensure that exchange students and their host families are informed of the need for to protect 
their personal privacy, and the privacy of members of their host family. This includes the appropriate use and risks of 
the internet and social media platforms such as Facebook, Twitter, Instagram, YouTube, Snapchat, TikTok, Weibo, 
WeChat, or WhatsApp. 
 

6 Legal and regulatory basis for compliance 

Sophia Mundi employees, students, visitors, volunteers and contractors are required to act in accordance with 
relevant legislation: 

• Education and Training and Reform Act 2006 (Vic)  
• Equal Opportunity Act 2010 (Vic) 

• Education and Training Reform Regulations 2007 

• Education and Training Regulations 2017 

• Australian Education Amendment Act 2017 

• Equal Opportunity Act 1995 

Child Safe Standards legislation 

a. Child Wellbeing and Safety Act (Vic) 

b. Ministerial Order 870 January 2016 (Vic) 

c. Crimes Act 1958 (amended) (Vic) 

d. Betrayal of Trust Report 2014 (Vic) 

e. Working With Children Act 2005 (Vic) 

f. Wrongs Amendment (Organisational Child Abuse) Act 2017 (Vic). 

g. Disability Discrimination Act 1992  

h. Disability Standards for Education 2005 

• Privacy Act 1988 (Cth.)  

• Privacy Amendment (Enhancing Privacy Protection) Act 2012 (Cth.)  
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7 Roles and responsibilities 

Relevant school policies and procedures: 

• Duty of care 

• Student engagement and wellbeing  

• Positive learning strategy 

• Privacy 

Students, staff or parents can report any breaches of the enclosed User Agreements or incidents of cyber bullying 
activity in relation to online communication, mobile phones, interactive & digital technologies to a staff member or 
Principal at any time.  

The Principal and teachers have a duty of care to take reasonable steps to protect students from any harm that 
should have reasonably been foreseen within the online learning environment. 
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Appendix A Online Consent Form 
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Appendix B Acceptable Usage Agreement for Secondary School Students  
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Appendix C Permission to Publish Students’ Work or Images of Student on 
Web Sites 
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Appendix D Logon Reminder Notice 
 

The notice shown below, or some variation of this notice, will be displayed to all students when logging into Sophia 
Mundi Steiner School’s online services: 

 

Appropriate Use of Online Services 

Sophia Mundi Steiner School’s online services such as e-mail, internet access, 
instant messaging and learning services are provided to assist you in your 
education. 

By using these services you agree to obey the rules set out in the Acceptable 
Usage Agreement and to abide by the school’s policies. You also give consent 
to logging, monitoring, auditing and disclosure of your use of these services.  

Inappropriate use of these services can result in disciplinary action that may 
include suspension of access to services. 
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Appendix E Cyber smart Guide to Internet Safety 
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ISV - Cyber safety Information Sheet  

Cyber safety  

Cyber safety is the responsible and safe use of communications and information technology. It 
involves keeping personal information secure and safe, being responsible with that information, 
being respectful of other internet users, and using good internet etiquette (netiquette).  

Cyber bullying  

Cyber bullying is the use of technology to harass, threaten, embarrass or target another person.  

Risks  

Risks can include:  

• peer pressure to be engaged with friends through social media  
• accessing and/or sharing inappropriate, disturbing, explicit or illegal content  
• contact with strangers: the potential for online grooming and radicalisation  
• posting private information that, by posting, becomes public  
• ‘using (or stealing) content owned by others, e.g. images, music or videos  
• Plagiarising: taking ideas or information created/owned by others without referencing their 

origin  
• not using critical thinking skills when using the internet’1  
• not seeking or not knowing how to seek support from someone in real life when there is 

an issue  
• potential increase in mental health issues or social isolation  
• lack of ethical decision making (difference between what is right and wrong) and 

appropriate standards of behaviour  
• creating a digital footprint that may be permanent  
• covert bullying: the potential for anonymity may result in an increase in online bullying as 

those who bully and those who are bullied may choose to retaliate online rather than face- 
to-face  

• sexting: sending sexually explicit messages or photographs via the internet, mobile 
phones and other forms of social media.  

Cyberbullying versus Traditional Bullying  

Cyber bullying differs from traditional bullying in several ways:  

• Availability: cyber bullying can occur anywhere and at any time. There is a misperception 
that there are no real-world consequences for online actions.  

• Anonymity: the impression of anonymity in the ‘online world’ leads young people to feel 
less accountable for their actions and provides a false bravado to would-be bullies.  

• Geography: rather than being limited to the schoolyard, cyber bullying can operate 
wherever a young person uses the internet or a mobile phone, including when they are on 
their own in their bedroom and at night.  

• Impact: the internet provides the means for ‘bullying’ to be available to a wide audience 
and instantaneously. Through social media sites, comments and photos can be viewed by 
potentially an unlimited number of people.  

• Intent: a private message or joke that is forwarded on may become offensive or 
harassing, even though that may not have been the intention of the original sender.  

• Permanence: verbal comments are fleeting. Online content is tracked and stored and can 
potentially resurface at any time.  

• Democracy: anyone can be a victim – students, staff, and parents.  
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