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1. Policy

This policy is based on the principles of mutual responsibility and respect of all parties involved in the use of mobile
phones. It requires accountability on the part of the user for his or her actions. It is designed to assist in managing
the safe and responsible use of mobile phones by students and involves parents as partners in assisting their children
in the proper use of mobile phones. It is underpinned by an overall requirement for students to exercise care and
use their mobile phones in a considerate manner and to be aware of situations in which others could be affected by
their actions. It makes clear that the privilege to take a mobile phone to school may be withdrawn if a student fails in
his or her duty to behave responsibly and in accordance with the school’s requirements.

Students who intend to bring a mobile phone to school and their parents or guardians must sign a copy of the Mobile
Phone Acceptable Usage Agreement for School Students (Appendix A) to signify that they have read and accepted
the conditions for taking a mobile phone to school. This will be kept on the student’s file.

1.1 Purpose

The widespread ownership of mobile phones among young people requires that school administrators, teachers,
students, and parents take steps to ensure that mobile phones are used responsibly at schools. This policy is
designed to ensure that potential issues involving mobile phones can be clearly identified and addressed.

Sophia Mundi Steiner School has established the following policy to provide teachers, students and parents
guidelines and instructions for the appropriate use of mobile phones at Sophia Mundi Steiner School.

Students, their parents or guardians must read and understand this policy before students are given permission to
bring mobile phones to Sophia Mundi Steiner School.

The policy also applies to students during school excursions, camps and extra-curricular activities.

1.2 Rationale

1.2.1  Personal safety and security

Sophia Mundi Steiner School accepts that parents may give their children mobile phones to protect them from
perceived everyday risks involving personal security and safety. There may also be concerns about children travelling
alone on public transport or commuting long distances to school. It is acknowledged that providing a child with a
mobile phone may give some parents reassurance that they can contact their child if they need to speak to them
urgently.

1.2.2  Responsibility

It is the responsibility of students who bring mobile phones to school to abide by the guidelines outlined in this
policy.

The decision to provide a mobile phone to their children should be made by parents/guardians and
parents/guardians should be aware if their child takes a mobile phone to school.

Permission to have a mobile phone at school while under the school’s supervision is contingent on parent/guardian
permission in the form of a signed copy of this policy. Parents/guardians and/or the school may revoke approval at
any time.

1.3 Acceptable Uses

e Mobile phones should be switched off and kept out of sight whilst on the school premises — before, during
and after school hours.

Guidelines

Exceptions may be permitted only in exceptional circumstances if the parent/quardian specifically requests it
in writing for a specific period of time and the school approves it. Such requests will be handled on a case-
by-case basis and should be directed to the Principal. Parents are reminded that in cases of emergency, the
school office remains a vital and appropriate point of contact and can ensure your child is reached quickly
and assisted in any appropriate way.
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e  While on school premises before or after school, students should use soundless features such as text
messaging, answering services, call diversion and vibration alert to receive important calls.

e Mobile phones should not be used in any manner or place that is disruptive to the normal routine of the
school.

e Students should protect their phone numbers by only giving them to friends and keeping a note of who they
have given them to. This can help protect the student’s number from falling into the wrong hands and
guard against the receipt of insulting, threatening or unpleasant voice, text and picture messages.

1.4 Unacceptable Uses

e Unless express permission is granted, mobile phones should not be used to make calls, send SMS messages,
surf the internet, take photos or use any other application during school hours or during extra curricular
activities.

e Using mobile phones to bully and threaten other students is unacceptable and will not be tolerated. In
some cases it can constitute criminal behaviour.

e Itis forbidden for students to “gang up” on another student and use their mobile phones to take videos and
pictures of acts to denigrate and humiliate that student and then send the pictures to other students or
upload it to a website for public viewing. This also includes using mobile phones to photograph or film any
student without their consent.

e Itis a criminal offence to use a mobile phone to menace, harass or offend another person and almost all
calls, text messages and emails can be traced.

e Mobile phones are not to be used or taken into changing rooms or toilets or used in any situation that may
cause embarrassment or discomfort to their fellow students, staff or visitors to the school.

e Should there be repeated disruptions to lessons caused by a mobile phone, the responsible student may
face disciplinary actions as sanctioned by the Principal.

1.5 Theft or Damage

e Students should mark their mobile phone clearly with their names.
e Students who bring a mobile phone to school should leave it locked away in their bag when they arrive.

e  Mobile phones that are found in the school and whose owner cannot be located should be handed to the
school office.

e The school accepts no responsibility for replacing lost, stolen or damaged mobile phones.

e The school accepts no responsibility for students who lose or have their mobile phones stolen while
travelling to and from school.

e Itis strongly advised that students use passwords/pin numbers to ensure that unauthorised phone calls
cannot be made on their phones (e.g. by other students, or if stolen). Students must keep their
password/pin numbers confidential. Mobile phones and/or passwords may not be shared.

Guidelines

Lost and stolen mobile phones in Australia can be blocked across all networks making them virtually
worthless because they cannot be used.

1.6 Inappropriate Conduct

e Any student/s caught using a mobile phone to cheat in exams or assessments will face disciplinary action as
sanctioned by the Principal.

e Any student who uses vulgar, derogatory, or obscene language while using a mobile phone will face
disciplinary action as sanctioned by the Principal.

e Students with mobile phones may not engage in personal attacks, harass another person, or post private
information about another person using SMS messages, taking/sending photos or objectionable images, and
phone calls. Students using mobile phones to bully other students will face disciplinary action as sanctioned
by the Principal.
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Guidelines

It should be noted that it is a criminal offence to use a mobile phone to menace, harass or offend another
person. As such, if action as sanctioned by the Principal is deemed ineffective, as with all such incidents, the
school may consider it appropriate to involve Victoria Police.

1.7 Sanctions

Students who infringe the rules set out in this document will have their phones confiscated by teachers. If
confiscated, mobile phones will be taken to the school office and the student’s parents/guardians informed. After
school, on the first occasion, the student may collect the mobile phone from the office. On subsequent occasions, it
would be up to the parents/guardians to then make appropriate arrangements to collect the mobile phone from the
school.

Repeated infringements may result in the withdrawal of the agreement to allow the student to bring the mobile
telephone to school.

As set out in the previous section, failure to heed the rules set out in this document may result in an alleged incident
being referred to Victoria Police for investigation. In such cases, the parents/guardians of the student(s) involved
would be notified immediately.
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Appendix A

Mobile Phone Acceptable Usage Agreement for School Students

Version: 2.1

K/_ TMcbike Fhexme Taage Axree ment #o1 Schoel Stondents \I

Ifyrou hnga motdle phone to 5 ophia Mundi 5taner Sehoolyou st agee to the foillowins nies:
Aeerprabti Urer
Tifhile o the school pemises, studerds udl:
»  keepphone switched off amd kept out of et uiless spedfimlbrapproved in wiitiveg nrthe Principal;
= proteet ther phone sumber e onby giving it to fiends and hee gine anete of whe they lave giwenit to;
haserprably [Zes
Students willnot
= make alls, send M5 mesages, surt the memet ke photos oruse 2oy otherapplication during sehool hours or duning
exta curieulr artivifies wiess gioen spEss penms oy
= use their mohile phootes duning scho olandy or disrupt classroom Less ons with singboes orhes pin,
= use mohde phones to ulby and threaen other studmds;

s “manrup® ot another studentand use fmit mohile phones to ke vide osand metues of acts to derigmte and humibiabe
tlat studentand then send the mietures to other students or uploaditto a website forpubbe wening

= use amohile phone to photograph or film oo student without their conset;

= use amohile phone o merace, Jarass or ofEnd amother peron; o1

s  taksa mo'hile phone imto changing rooms or toilets oruse oHe Inogr Shation thatmar cause embarmssment o1
discomifortto ther fellow students, saff or widtors to e scho ol

Tholf o Pamarr
Students udlk
= mark theirmolnle phone cleath with their names;
n leaue the mohdle phooe s bag when thar armive at sehool;
= hmdans motdle phone frund in the school md whose owner awmot be located to the soho ol offioe;
»  mot hold the school responsible for replaminelost, stolen or dmaged mo'tdle phones;
® ot hold the school resp onsible for mobile phones lost o1 stolen while the studentis taveling to ad from sehool; and

*  use confidentid passwonds fpin mumbers to ensure taturenth orised phoone @lls crmet be made o theirphone @2 by
other students, orifstolei)

Shapmepnny Gondnea
Students st he aware that fmr vdll fioe disophivanr action as sowetiones d e the Prineil in the follondng deumstanoes:
»  if ther ar murht usng a mohile phone to cheatin exams or assessments;
»  if theruse vulsar, derogtony, o7 ohsarne lmmuage widle ubnra motdls phone; or
»  if theyr enmpme t pers onal attacls, hames another pers o, o post private informmati on ahout am other pers o usne S
messages, akingsending photos or ohjpotionable images, orphume alls, orm oo o weor ulbr o the r students

e

T agree to ahide Ty the Motdle Phone Tsage Soeement for Sehool St feds.

T undertomd thatif Tinfringe the nules ab owe Ieould face having my motdle phone eonfisme d by eacher, and talento the sehool
office, requiting myr parents) guantians o make appropnate aremgements to ¢ ollect the motdle phoooe from the school

Tunderctamd that »peated ivfrivee mesds mar resultin the withdmoal ofthdcs aeement

T unde riomd that faihire to hee d the rules set outin fhis document mar resultin an alleged ine deatt heiveg nefrmed o Victoma
Poliae forinuestigrt on

Nam: of gndmt

Signatme of sndmt- Iinke:
HNamne of poumnt fpoaation:
Sipnime of paouom roondio: Thnke:
| Office use only: Drate processed: ! ! Processed by faitials):

Mexe:  This urewew shostd de e e sacher and up svamect, 9 cofr be sedadved B dodh e poseny guorzlion and Se s

N /

Mobile Phone Policy

Page 6 of 7



Appendix B

How to be phone smart and stay safe

Do you know who your
kids are talking to?

Stay involved with your child's use of new
technologies. Ask your child to show you how
his or her phone works, or borrow it and become
familiar with it.

Find out how access to ‘adult’ content and
other services offered by your child’s mobhile
phone carrier can be managed. Such information
is usually available on the carrier's website.

Talk to your children about their experiences
the good and the bad. Let them know it's 0K
to tell you if they come across something that
worries them. (It doesn’t mean they’re going to
get into trouble.)

Teach your children that there are ways
they can deal with disturbing material—they
should not respond if they are sent something
inappropriate, and they should immediately
leave or hang up if they feel uncomfortable or
worried by it.

www.cybersmart.gov.au

are no longer just a way
to make voice calls when
you're out and ahout.

You can send text
messages via SMS,
pictures, sounds,

video via MMS (multi-
media messaging), access
email, TH (instant
messaging), and chat, as
well as the net.

Many mobiles include cameras, sound recording
capabhility, and can also track where you

are! While most content and services will be
suitable for everyone, some may be unsuitable
and risky for kids.

The ‘always on’ nature of mobile services
means that risks, such as cyberbullying, people
making inappropriate contact and the chance
that kids will access unsuitable content, are
always present.

They can happen at any time, anywhere.

And because parents can't always be there to
supervise, it is more important than ever to
teach kids how to protect themselves.
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If you would like to falk to us in your own
language, please call the Telephone Interpreter
Service on 131 450 and they will contact us for
you.

ITALIAN
Se desiderate parlare con noi in italiano, siete
pregati di chiamare il servizio d'interpretarialo
telefonico (Telephone Interpreter Service) al
numero 131 450 e loro ci contatteranno per voi.
VIETNAMESE
Néu quy vi mudn ndi chuyén véi ching toi
béng tiéng Viét, xin dién thoai dén Dich vu
Théng dich qua Dién theai (TIS) & s6 131 450
va ho sé giup quy vi lién lac ching toi.
GREEK
Av BEAETE va paq PkfioeTe ot YAwooa oag,
TIOPAKAAEIOTE  va  TNASQWVAGETE oty
TnAspuwviky  Yrnpeoia  Aleppnvéwv  oTo
131 450 kalL va JTrOETE va EMKOWWVI|oouUY
HaZi pag £k pépoug oag.
ARABIC /
Loty LS | n i il L0 a3l g5 208 (3]
ks S 131 450wl e Lbadly Loghiall Lo 2l
e Tl Uall & a2l Ly JLa3¥Us Tashll (o pa e
CHINESE
HRIEFHEAITAEE MAMMAZ, BT 131 450
HEMW AR (Telephone Interpreter Service) , it
& Emann P

For more information contact:

Australian Communications and Media Authority
Cybersafety Contact Centre

Telephone: 1800 880 176

Email: cybersafety@acma.gov.au

June 2009

www.cybersmart.gov.au

persmart tips
kids and young people

~
)

Do you REALLY know

who you're talking to?

Keep “eCrefs—dont tell anyone your
personal details. This includes your name,
address, your current location, credit card
details and school. Be very careful ahout
giving out your phone number too.

Check with your Mum, Dad or carer before
you give anyone this information, particularly
to people who you may have only just met
online.

Remember—the person you meet in a
chat room may not be who they say they
are. And if you give out personal information
or send pictures, the person you send them
to may not he the only person to see them!

Take “0meone with you. If you want to
meet someone you havent met so far in
person, ask a parent or another adult to go
with you and always meet in a popular public
place, preferably during the day.

Say NO! Don’t accept any offers that seem
too good to be true—they probably are.
Never accept the offer of a free mohile
phone from someone without asking your
Mum or Dad first!

Mobile Phone Policy

Watch out!
Stay aware of
what’s going
on around

you and guard
your privacy.
Remember, if you
can take pictures
of everything and
everyone with your
phone, so can other
people ... and you
may not want to
be the subject of
their photos!

Be s

—only send the

kinds of messages and pictures you would he
happy to receive.

Tell—if someone sends you nasty or bullying
messages, or asks you to do something that
makes you feel uncomfortable, don’t respond.
Make a note of the number it came from,

and the date and time of the call, save the
message and tell your parent or another adult
you trust.

Remember always to be Phone Smart
and stay safe.

Protect your privacsy.
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